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S6: 344 /STTTT-TTCNTT Quang Binh, ngdy 15 thdng 3 nam 2022

V/v canh bao 15 hong bao mit anh hudng cao

trong céc san phdm Microsoft

Kinh gtri:
- Vin phong Tinh ty, Van phong DPoan PBQH&HDND tinh;
- Vin phong UBND tinh;
- Cac s0, ban, nganh, t6 chirc doan thé cép tinh;
- UBND cac huyén, thi xd, thanh ph.

S& Théng tin va Truyén thong nhan duge Cong van sé 315/CATTT-
NCSC ngay 09/3/2022 ctia Cuc An toan thong tin - B6 Thong tin va Truyén
thong vé viéc 16 hdng bao mét c6 mirc anh hudng cao trong cdc san pham
Microsoft cong bd thang 3/2022.

Theo d6, ngay 08/3/2022 Microsoft da phat hanh danh sich béan va thang
3/2022 véi 71 16 héng bao mat trong cc san pham ctia minh. Ban phat hanh
thdng nay dic biét dang chii y céc 16 hdng bao mat ¢c6 muc anh hudng Cao sau:

- 02 15 héng bao mat CVE-2022-21990, CVE-2022-23285 trong Remote
Desktop Client: Diém CVSS: 8.8; cho phép di tuong tan cong thuc thi ma tir
Xa, Anh huong: Windows Server 2008/2012/2016/2019/2022, Windows
11/10/8.1/7.

- L6 hdéng bao mat CVE-2022-24459 trong Windows Fax va Scan
Service: Diém CVSS: 7.8; cho phép dbi tugng tin cong thuc hién tan cong leo
thang dic quyén; Anh hudng: Windows Server 2008/2012/2016/2019/2022,
Windows 11/10/8.1/7.

- L3 héng bao mit CVE-2022-24508 trong SMBv3: Diém CVSS: 8.8;
cho phép d6i tugng tin cong thuc thi md tir xa trén Windows SMBv3
Client/Server; Anh huong: Windows 10/11, Windows Server 2022.

- L3 héng bao mat CVE-2022-23277 trong Microsoft Exchange Server:
Piém CVSS: 8.8; cho phép dbi tugng tan cong thuc thi ma tir xa vi tai khoan
xac thuc hop 1€; Anh huong: Microsoft Exchange Server 2019/2016/2013.

- L6 hong bao mat CVE-2022-21967 trong Xbox Live Auth Manager for
Windows: Diém CVSS: 7.0; cho phép dbi tuong tin cong thuc hién tén cong leo
thang dic quyén; Anh huéng: Windows 10/11.
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- L3 héng bao miat CVE-2022-22006 trong HEVC Video Extensions:
Piém CVSS: 7.8; cho phép ddi tuong tan cong thuc thi ma tir xa; Anh huéng:
HEVC Video Extensions.

- L3 héng bao mat CVE-2022-24501 trong VP9 Video Extensions; Diém
CVSS: 7.8; cho phép dbi tugng tan cong thuc thi ma tir xa; Anh huéng: VP9
Video Extensions.

Nhim dam bao an toan théng tin cho hé thong théng tin ctia Quy co quan,
gop phan bao dam an toan cho khong gian mang Viét Nam, S¢ Thong tin va
Truyén thong dé nghi Quy co quan quan tdm chi dao, thuc hién:

1. Kiém tra, ra soat, xac dinh cdc may tinh sir dung hé diéu hanh Windows
¢6 kha niang bi anh hudng. Thuc hién cdp nhat ban va kip thoi dé tranh nguy co
bi tén cong (chi tiét tai phu luc cia Cong van s6 315/CATTT-NCSC kém theo
vdn ban nay).

2. Ting cudng gidm sit va san sang phuong an xir ly khi phat hi¢n c6 dau
hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo ddi kénh canh
bado cua cac co quan chic ndng va cac td chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cong mang.

Trong truong hop can hd trg, Quy co quan lién hé Trung tdim Cong nghé
thong tin va Truyén thong thuéc S¢ Théng tin va Truyén thong (Pon vi thuong
truc Doi U'ng ciru sw cé an toan théng tin mang cua tinh); dién thoai:
0232.3817567; email: ungcuusuco@quangbinh.gov.vn.

R4t mong dugc su quan tim, phéi hop ctia Quy co quan./.
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