Phu luc

Théng tin vé cac 16 hong biao mit trong sin phim Microsoft

(Kem theo Cong van 56

1. Thong tin céc 16 hong biao mit

/CATTT-NCSC ngay / /2022
cua Cuc An toan thong tin)

STT

CVE

Mo ta

Link tham khao

CVE-2022-21990

- Piém CVSS: 8.8 (Cao)
- L& hong trong Remote
Desktop Client cho phép
d6i tuong tin cong thuc
thi ma tir xa.

- Anh huéng: Windows
Server
2008/2012/2016/2019/20
22, Windows 11/10/8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21990

CVE-2022-23285

- Diém CVSS: 8.8 (Cao)
- L héng trong Remote
Desktop Client cho phép
d6i tuong tin cong thuc
thi ma tir xa.

- Anh huéng: Windows
Server
2008/2012/2016/2019/20
22, Windows 10/8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-23285

CVE-2022-24459

- Diém CVSS: 7.8 (Cao)
- L& héng Windows Fax
va Scan Service cho phép
dbi tuong tin cong thuc
hién tdn cong leo thang
dic quyén.

- Anh huong: Windows
Server
2008/2012/2016/2019/20
22, Windows 11/10/8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24459

CVE-2022-24508

- Diém CVSS: 8.8 (Cao)
- L& héng trong trong
SMBv3 cho phép dbi
tugng tin cong thuc thi
ma tir xa trén Windows
SMBv3 Client/Server.

- Anh huong: Windows
10/11, Windows Server
2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24508




5 | CVE-2022-23277

- Diém CVSS: 8.8 (Cao)
- L3 hong trong Microsoft
Exchange Server cho
phép doi tugng tan cong
thue thi ma tir xa véi tai
khoan xac thuc hop 1€.

- Anh huéng: Microsoft
Exchange Server
2019/2016/2013.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-23277

6 | CVE-2022-21967

- Piém CVSS: 7.0 (Cao)
- L& héng trong trong
Xbox Live Auth Manager
for Windows cho phép
d6i tugng tan cong thuc
hién tin cong leo thang
dic quyén.

- Anh huéng: Windows
10/11.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21967

7 | CVE-2022-22006

- Diém CVSS: 7.8 (Cao)
- L hoéng trong HEVC
Video Extensions, cho
phép d6i tuong tén cong
thuc thi ma tir xa.

- Anh huong: HEVC
Video Extensions.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-22006

8 | CVE-2022-24501

- Piém CVSS: 7.8 (Cao)
- L& héng trong VP9
Video Extensions, cho
phép déi twong tan cong
thue thi ma tir xa.

- Anh huéng: VP9 Video
Extensions.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24501

2. Hwéng dén khiic phuc

Bién phép tot nhat dé khic phuc la cap nhét ban va cho céc 16 héng bao mét
noi trén theo huéng dén cia hang. Quy don vi tham khao cac ban cdp nhét phu
hop cho céc san pham dang sir dung tai link nguén tham khao tai muc 1 cta phu

luc.
3. Tai liéu tham khio

https://msrc.microsoft.com/update-guide/releaseNote/2022-Mar
https://msrc.microsoft.com/update-guide/en-us




