UBND TINH QUANG BINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO GIAO DUC VA PAO TAO Déc 1ap - Tw do - Hanh phuc
S6: 730 /QP-SGDPT Qudng Binh, ngay 18 thang 3 nam 2021
QUYET PINH

Ban hanh Quy ché bio dam an toan thong tin mang trong hoat dong
ung dung cong ngh¢ thong tin cua co quan S¢ Giao duc va Dao tao

GIAM POC SO GIAO DUC VA PAO TAO QUANG BINH

Can cir Ludt Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can cir Ludt An toan théong tin mang ngay 19 thang 11 nam 2015;

Can cir Ludt An ninh mang ngay 12 thang 6 nam 2018;

Can cir Thong tw s6 03/2017/TT-BTTTT ngay 24 thang 4 nam 2017 cia
Bé trudng Bo Théng tin va Truyén théng quy dinh chi tiét va hiedng dan mét sé
diéu ciia Nghi dinh so 85/2016/NP-CP ngay 01 thang 7 ndm 2016 ciia Chinh
phii vé bao dam an toan hé thong théng tin theo cap do;

Can cir Quyét dinh sé 02/2016/QD-UBND ngay 21 thing 3 ndm 2016 cia
Uy ban nhén ddn tinh Qudng Binh quy dinh chirc ndng, nhiém vu, quyén han va
co cau t6 chire cia Sé Gido duc va Pao tao;

Xét d@é nghi ciia Treong phong Khdo thi va Kiém dinh chat lwong gido duc.

QUYET PINH:

Picu 1. Ban hanh kém theo Quyét dinh ndy Quy ché bao dam an toan
thong tin mang trong hoat dong ing dung cong nghé thong tin ctia co quan So
Gi4o duc va bao tao Quang Binh.

Piéu 2. Quyét dinh nay co hiéu luc ké tir ngay ky.

Piéu 3. Truong phong Khao thi va Kiém dinh chét luong gido duc, Chanh

Vin phong, Chanh Thanh tra, Truéng cac don vi thude So; cac to chic va ca
nhan lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhan: . <
- Nhu Diéu 3 (dé thyc hién); GIAM POC

- B6 GDDT (dé bao c4o);

- UBND tinh (dé bao c4o);
Ding Ngoc Tuin

- Gigm déc S&; g/ S i
- Cac Pho Giam déc So; (°] G mm C
- S6 Thong tin va Truyén thong; \VA BAD \

- Website So;

- Luu: VT, KTKDCLGD.




UBND TINH QUANG BINH ~ CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc 1ap - Tw do - Hanh phic

Quang Binh, ngay 18 thang 3 nam 2021

QUY CHE
Bido dim an toan thong tin mang trong hoat dong irng dung cong nghé
thong tin cia co quan S& Gido duc va Dao tao

(Ban hanh kem theo Quyé'{ dinh s6 730 /0P-SGDPT ngay 18thang 3 nam 2021
cua Giam doc So Gido duc va Pao tao Quang Binh)

Chuong I
QUI DPINH CHUNG

Piéu 1. Pham vi diéu chinh va déi twong ap dung

1. Quy ché nay quy dinh vé cong tac dam bao an toan thong tin mang trong
hoat dong ung dung cong nghé thong tin (CNTT) ctia co quan S¢ Gido duc va
Dao tao (GDDT).

2. Quy ché nay 4p dung dbi véi cac don vi thuoc S& GDPT, céc td chuc va
ca nhan co lién quan.

Piéu 2. Giai thich tir ngir

Trong Quy ché nay, cac tir ngit dudi ddy duoc hiéu nhu sau:

1. Cac khai niém “an toan thong tin mang”, “mang”, “hé thong théng tin”,
“chu quan hé thong thong tin”, “xdm pham an toan thong tin mang”, “su co an
toan thong tin mang”, “rui ro an toan thong tin mang”, “phan mém doc hai”,
“xung dot thong tin”, “thong tin ca nhan”, “xu Iy thong tin ca nhan” dugce dinh
nghia theo quy dinh tai cac khoan 1, 2,3, 5,6, 7,8, 11, 14, 15 va 17 Diéu 3 Luat
An toan thong tin mang ngay 19 thang 11 nam 2015.

2. Cac khai niém “16i pham mang”, “tdn cong mang”, “khing bo mang”,
“gian diép magng” dugc dinh nghia theo quy dinh tai cac khoan 7, 8, 9 va 10
Diéu 2 Luat An ninh mang ngay 12 thang 6 nam 2018.

3. Nguy co mdt an toan théng tin mang 13 nhitng nhan t6 bén trong hoic
bén ngoai c6 kha nang anh huong td1 trang thai an toan thong tin mang.

Piéu 3. Pham vi va tai nguyén dam bao an toan thong tin mang

1. Hé théng mang cua co quan S6 GDDT:

a) Hé théng may chu, may tram;

b) Hé thdng dudng truyén dir liéu, duong két ndi Internet;

c) Hé théng mang c6 ddy, khong day;

d) Céc trang thiét bi CNTT duoc két néi mang trong co quan S4.
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2. Hé théng tai nguyén mang va tmg dung CNTT bao gém:
a) Hé thong thu dién tu;

b) Hé thong thong tin quan 1y va co sé dit liéu nganh;

c) Trang thong tin dién tir va hé thong website cta So;

d) Cac h¢ théng phan mém tmg dung chuyén nganh phuc vu cong tac quan
1y, diéu hanh hoat dong ctia co quan nha nudc.

Diéu 4. Nguyén tic chung trién khai cong tic an toan théng tin

1. Viéc ap dung Quy ché nay nham phong ngira, ngan chin, xir Iy va giam
cac nguy co gdy mat an toan thong tin mang va bao dam an ninh thong tin trong
qud trinh itmg dung CNTT trong hoat dong cua co quan Sé.

2. Hoat dong tmg dung CNTT cua cac don vi phai tuan thu nguyén tic bao
dam an toan thong tin mang dugc quy dinh tai Diéu 4 Luat An toan thong tin
mang ngay 19 thang 11 nam 2015, cu thé nhu sau:

a) Cac don vi, ca nhan c6 trach nhiém bao dam an toan thong tin mang.
Hoat dong an toan thong tin mang cua don vi, c4 nhan phai ding quy dinh ctua
phap luat, bao dam qubc phong, an ninh qudc gia, bi mat nha nudc, giit vimg 6n
dinh chinh tri, trat ty, an toan xa hoi va thuc day phat trién kinh té - xa hoi;

b) Pon vi, ca nhan khong dugc xam pham an toan thong tin mang ctia don
vi, ca nhan khac;

¢) Viéc xtr 1y su ¢6 an toan thong tin mang phai bao dam quyén va loi ich
hop phap cta don vi, ca nhan, khong xam pham dén doi song riéng tu, bi mat ca
nhan, bi mat gia dinh cta cé nhan, thong tin riéng ctia co quan;

d) Hoat dong an toan thong tin mang phai dugc thuc hién thuong xuyén,
lién tuc, kip tho1 va hiéu qua.

Piéu 5. Cac hanh vi bi nghiém ciAm

1. Cac hanh vi bi nghiém cAm vé an toan thong tin mang quy dinh tai Diéu
7 Luat An toan thong tin mang ngay 19 thang 11 nam 2015, cu thé:

a) Ngin chin viéc truyén tai thong tin trén mang, can thiép, truy nhap, gy
nguy hai, x6a, thay doi, sao chép va lam sai 1éch thong tin trén mang trai phap luat;

b) Gay anh huong, can tr¢ trai phap luat to1 hoat dong binh thudng cua hé
thong thong tin hodc td1 kha nang truy nhap hé thong thong tin cua nguoi st dung;

¢) Tan cong, vo hiéu hoa trai phap luat lam mat tac dung cua bién phap bao
v€ an toan thong tin mang cua hé thong thong tin; tan cong, chiém quyén dicu
khién, pha hoai hé thong thong tin;

d) Phat tan thu rac, phén mém doc hai, thiét 1ap h¢ théng thong tin gia mao,
Itra dao;

d) Thu thap, st dung, phat tan, kinh doanh trai phap luat thong tin ca nhan
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ctia nguoi khac; loi dung so hd, diém yéu cia hé théng thong tin dé thu thap,
khai thac théng tin ca nhan;

e) Xam nhap trai phap luat, truy cap bat hop phap thong tin cta ca nhan
hodc cuia co quan.

2. Tu y lap dit cac thiét bi phat song Wifi (Access Point) vao mang may
tinh cua co quan va lép dat cac thiét bi tiép song Wifi (Wireless card, wireless
USB) trén may tinh c6 két ndi mang ndi bd dé truy nhap mang Wifi ngoai khi
chua dugc phé duyét ctia Lanh dao So.

3. Tu y dang 1€n, tai vé, chia s¢ dudi moi hinh thuc cac dir li€u, tai li¢u, s6
liéu ndi by, nhitng van ban chua dugc cap c6 tham quyén cong khai 1én mang
internet va cac phuong tién thong tin dai chung khac.

4. Loi dung mdi truong mang dé truyén ba trai phép tai liéu, hinh anh, am
thanh hodc dang thong tin khac nham kich dong bao luc, dam 0, doi truy, to1 ac, t&
nan xa hdi, mé tin di doan, pha hoai thuan phong, my tuc ctua dan tdc; bodi nho,
gay thu han, xam hai t6i quyén va loi ich hop phép ctia co quan, t6 chirc, ca nhan.

5. Loi dung moi truong mang dé truyen ba thong tin, quan diém, thuc hién
cac hanh vi gay phuong hai dén an ninh qudc gia, loi ich quoc gia, trét ty, an toan
xd ho1; pha hoai khoi dai doan két toan dan; tuyén truyen chién tranh xam lugc,
khung bd; gy han thi, mau thuan giita cac dan tdc, sac tdc, ton gido va bai ngoai.

6. Loi dung hoat dong tmg dung CNTT dé thue hién tan cong mang, khung
b mang, gian diép mang, t0i pham mang; gay su cd, tan cong, xAm nhap, chiém
quyén diéu khién, lam sai 1¢ch, gian doan, ngung tré¢, t€ liét hoac pha hoai hé
thong thong tin quan trong vé an ninh qudc gia.

7. Sir dung cong cu, phuong tién, phan mém hoidc c6 hanh vi can tro, giy
roi loan hoat dong ctia mang vién thong, mang Internet, mang may tinh, hé
thong thong tin, hé thong xir 1y va diéu khién thong tin, phuong tién dién tir;
phét tan chuong trinh tin hoc giy hai cho hoat dong ctia mang vién thong, mang
Internet, mang may tinh, hé thong thong tin, hé thdng xir ly va diéu khién thong
tin, phuong tién dién tur; xam nhap trai phép vao mang vién thong, mang may
tinh, hé thong thong tin, hé thdng xir Iy va diéu khién thong tin, co so dir liéu,
phuong tién dién tir cua nguoi khac.

8. Loi dung hodc lam dung hoat dong bao dam an toan thong tin mang dé
x4m pham chu quyén, loi ich, an ninh quoc gia, trat ty, an toan xa hoi, quyén va
loi ich hop phap cta co quan, to chire, c4 nhan hodc dé truc loi.

Chuwong 11
NOI DUNG, BIEN PHAP BAO PAM AN TOAN THONG TIN MANG

Piéu 6. Luru trir va trao doi thong tin

1. Viéc luu trit va trao ddi thong tin phai tuan thi cac quy dinh cua phap luat
veé luu trlt, CNTT va truyén thong.
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2. Céc dir li¢u, thong tin va tai li€u quan trong, ¢ cac mic do mat, tdi mat,
tuyét mat thi nguoi st dung phai soan thao, luu trit tai may tinh riéng khong két
nodi mang. Phai dat mat kh&u, ma hoa dit liéu va cac bién phap bao mat khac dam
bao an toan, an ninh thong tin.

Diéu 7. Yéu cau chung veé cong tac biao dam an toan thong tin mang

1. Hé théng mang ndi by cia co quan S& GDDT phai dugc trang bi hé¢
théng k¥ thuat, cong nghé hién dai; thudng xuyén duoc quan 1y, gidm sat, kiém
soat nham phat hién va ngin chin cac truy cap trai phép cia ngudi st dung va
tin tac; can duoc trién khai co ché phong chéng viruts tin hoc, thu rac cho hé
théng thu dién tr, may cha, may tram trong cac don vi.

2. C6 bién phap bao vé, phong va chdng cac nguy co mat cap thong tin,
chay no, ngap dot nudc va cac tham hoa do thién nhién hodc con nguoi gay ra
va co cac phuong an khac phuc sau tham hoa.

3. Xay dung hé thong du phong cho cac hé thong CNTT cot 18i nhu: may
chu web, co ,s() dir liéu,‘ thu giién tir. Co quy trinh phuc hoi, sao luu dit li¢u dinh
ky cho hé¢ thong cac phan mém va co s¢ dir ligu.

4. Quan 1y chit ch& hé thdng tai khoan ngudi st dung ctia cic hé thong
thong tin, thu dién tir va cac tai nguyén mang khac gom cac cong viéc: tao moi,
kich hoat, sira d6i, vo hiéu hoa, xo4 bo,... Phai c6 bién phap khoa hoac huy tai
khoan, quyén truy nhap, thu héi cac thiét bi lién quan toi hé thong thdng tin cho
phU hop ddi véi can bo, céng chirc, vién chirc, ngudi lao dong dd nghi viéc hoic
chuyén cong tac.

5. Viéc thanh 1y, tiéu huy thiét bi hodc vat mang thong tin (dia cing, dia di
dong,...) phai dam bao yéu cau khong dé 19, lot thong tin nha nudc. Phai co quy
trinh cu thé va phai luu gitt ho so, bién ban thanh 1y, ti€u huy.

Piéu 8. Mot s6 bién phap quan 1y van hanh dam béo an toan théng
tin mang

1. Pbi véi cac don vi thude S6 GDDT:

a) Phan cong, bd tri can bo, cong chirc am hiéu vé CNTT duoc tiép can
cong ngh¢, kién thirc an toan bdo mat thong tin mang trudce khi tién hanh céc
hoat dong quan ly hay k¥ thuat nghiép vuy;

b) Thuong xuyén tuyén truyén, phd bién, ning cao nhan thirc ciia can bo,
cong chirc, ngudi lao dong vé trach nhiém bao dam an toan thong tin mang. Khi
€O nhan sy méi phai quan triét cac quy dinh, quy ché, quy trinh, thii tuc an toan
thong tin mang. Khi nhan sy chuyén cong tac, nghi viéc, nghi theo ché d6 phai
t6 chirc ban giao, thu hoi tai khoan, quyén truy nhap va tat ca tai san lién quan
t6i cac hé thdng thong tin cua co quan, t chirc;

¢) Cac don vi khéng sir dung may tinh két ndi Internet dé soan thao van
ban, luu gitr théng tin cé ndi dung mat theo quy dinh;
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d) Riéng dbi véi cac thiét bi vién thong, may tinh duoc str dung dé luu giir
va truyén thong tin bi mat Nha nudc phai dugc ching nhan cia co quan chirc
nang ki€ém tra, ki€ém dinh trudc khi dua vao st dung;

2. Bdi véi ca nhan can bo, cong chirc, nguoi lao dong:

a) Thuong xuyén cap nhét va nghiém tac chip hanh quy dinh, quy ché, quy
trinh, tha tuc an toan thong tin mang ctia co quan, t6 chirc va thuc hién cac huong
dan, khuyén cao ctia bo phéan, can bo phu trdch CNTT, an toan thong tin mang;

b) Tu bdo v¢ thong tin c4 nhan ctia minh va tuan thu quy dinh ctia phap luat
vé€ cung cap thong tin ca nhan khi str dung dich vu trén mang, dong thoi cé trach
nhi¢m bao ddm an toan thong tin mang doi véi thong tin do minh xu 1y;

¢) Khi tham gia quan 1y, van hanh mang may tinh cta co quan, to chitc phai
nghi€m chinh chép hanh ché d6 bao mat, an toan, an ninh thong tin mang déng
thoi chiu trach nhiém ddi véi cac théng tin ma minh cung cap;

d) Ty quan ly, bao quan thiét bi ma minh duoc giao sur dung; khong tu ¥
thay doi, thao lap cac thiét bi trén may tinh; khong dugc vao cac trang thong tin
dién tir khong 1o vé nodi dung; khong tai va cai dat cac phan mém khéng rd
ngudn goc, khong lién quan dén cong viéc chuyén mon; khong nhap chudt vao
cac duong dan la khong rd vé noi dung; khong cho phep bat ctr hanh vi nao gay
ton hai dén dich vu, gy hu hong thiét bi mang; khong cung cap thong tin khong
trung thuc dé cong bd trén mang; st dung mang dé thAm nhap vao cic mang
may tinh khi chua dugc phép; khong dua céc thong tin, tai li¢u chtra bi mat nha
nuéc 1én hé thdng may tinh c6 két ndi mang Internet;

d) Phai st dung thu dién tr cong vu va cac cong cu trao doi thong tin, dit
lidu do cac co quan nha nudce hodc to chirc co thim quyén cung cap, cho phép sir
dung trong trao doi thong tin, dit liéu phuc vu cong viéc; khong sir dung cac trang
mang xa hoi, dich vy thu dién tir, cong cu tién ich dién tir cong cong dé trao doi
thong tin quan trong lién quan dén cong viéc chuyén mén cua co quan, to chirc;

e) Khi phat hién nguy co mat an toan thong tin mang hodc dau hiéu sy ¢
an toan thong tin mang phai bao cao kip thoi véi cép trén va bo phan, can bo phu
trach CNTT, an toan théng tin mang dé xem xét, tham muu, td chirc ngan chan,
xu ly, khéc phuc.

Pi¢u 9. Quan ly ding nhap, truy nhap hé thong théng tin

1. Thiét 1ap mat ma truy nhap va ché do tu dong bdo v€ man hinh sau 10
phut khong st dung cho may tinh.

2. Bao v¢ bi mat thong tin tai khoan céd nhan, hodc tai khoan ciua don vi, co
quan khi duogc phan cong nim giit déng thoi phai thay doi ngay mat khau tai
khoan khi mé1 duoc cép va tu chiu trdch nhiém trong viéc quan ly, bdo vé mat
khau cta tai khoan. Khong duoc cho ngudi khac st dung tai khoan ca nhan hodc
clia co quan, to chuc.
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3. Thiét 1ap mat khau dang nhap, truy nhap khai thac, st dung hé thong
thong tin c6 do phirc tap cao (co d6 dai tdi thicu 8 ky tu, co ky tu thuong, ky tu
hoa, ky tu s6 hodc ky tu dic biét nhu !, @, #, $, %) va phai thay doi it nhat 03
thang/lan. Khong dat ché do tu dong ghi nhé mat khau ding nhép, truy nhap
khai thac, st dung hé thdng thong tin trén cac trinh duyét cua may tinh trong
moi truong hop.

4. Pon vi, ca nhan phai chju trach nhiém vé nhing thiét hai do viéc khdng
tuan tha cac quy dinh vé bao v€é bi mat tai khoan dan dén thong tin ca nhan bi
danh cadp hay bi stra doi, cac ing dung bi str dung mao danh hay cac hau qua tiéu
cuc khac.

Piéu 10. Phong, chong phin mém doc hai

1. May chu cua co quan So, cac may tinh cua don vi (may tram) phai dugc
trang bi phan mém phong, chéng phan mém doc hai co ban quyén va da dugc co
quan chirc nang khuyen céo st dung. Phan mém phong, chéng phan mém doc
hai phai dugc thiét 1ap ché d6 tu dong cap nhat va ché do tu dong quét phan
mém doc hai khi sao chép, mo cac tép tin.

2. Hé diéu hanh, phﬁn mém cai dit trén may chu, may tram phai dugc cap
nhat va 16 hong bao mat thuong xuyén, kip thoi.

3. Ca nhan khong duoc tu ¥ g& bo cac phan mém phong, chong phan mém
doc hai trén may tram.

4. Tat ca cac may tinh ctia cac don vi phai duogc cau hinh v6 hiéu hoa tinh
nang tu dong thuc thi (autoplay) cac tép tin trén cac thiét bi luu trit di dong két
ndi vao.

5. May tinh xach tay, thiét bi di dong (dién thoai théng minh, may tinh
bang...) trudc khi két ndi vao mang ndi bo (LAN) cua co quan, don vi phai bao
dam da dugc cai dat phan mém phong, chong phian mém doc hai va di duoc
kiém duyét vé cac phan mém doc hai.

6. May chu chi duoc dung dé cai dit cac phan mém, dich vu dung chung
cua co quan; Khong cai dat phan mém khong rd nguon goc, phan mém phuc vu
muc dich ¢4 nhan va khong phuc vu cong viéc.

7. Khi két ndi tir xa vao mdy cha dé quan tri, phai str dung phuong thirc két
ndi c6 ma hoa.

8. Tat ca cac tép tin, thu muc phai duoc quét phan mém doc hai trude khi
sao chép, sur dung, truyén dua, trao doi.

9. Khi phat hién ra bat ky dau hiéu nao lién quan dén viéc bi nhiém phan
mém doc hai trén may tram nhu: hoat dong cham bat thuong, c6 canh bao tir
phan mém phong chéng phan mém doc hai, tinh trang nay lap di lap lai nhiéu
lan, & cac vi tri khac nhau, nhét 1a co du hiéu bi thay d6i, mat dit liéu..., nguoi
str dung phai tit mdy, ngit két ndi tir may tinh dén mang noi bo (LAN), mang
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dién rong (WAN), mang Internet... va thdng bao truc tiép cho can bo phu trach
CNTT, an toan thong tin mang hodc bd phén c6 trach nhi¢m cua co quan dé xu ly.

Chuong 111
TO CHUC THUC HIEN

Piéu 11. Trach nhiém thi hanh

1 Can bo, cong chtrc, ngudi lao dong thude co quan S¢ GDDT c6 trach
nhiém thuc hién Quy ché nay.

2. Trudng cac don vi thudc So ¢d trach nhiém pho bién, trién khai Quy ché
nay dén can bo, cong chirc, ngudi lao dong thudc phong minh d€ thyc hién.
Truong hop vi pham Quy ché thi tuy theo tinh chat va muc d6 vi pham sé bi xur
ly hanh chinh hoac xt 1y theo quy dinh cua phép luat.

3. Vin phong S& chu tri, phoi hop v6i phong Khao thi va Kiém dinh chat
lugng giao duc tham muu phuong an t6 chirc quan ly, van hanh h¢ thong phong,
chong phan mém doc hai tap trung cho cdc may chu, may tram cia co quan va
cac don vi thuoc Sé.

Piéu 12. T6 chirc thue hién

1. Van phong S¢ chi tri, phdi hop vai phong Khao thi va Kiem dinh chat
lwong giao duc don doc kiém tra va giam sat thuc hién Quy ché nay.

2. Cac truong hop chua duoc quy dinh tai Quy ché nay thi thuc hién dung
cac quy dinh cua phéap luat lién quan.

3. Trong qué trinh thuc hién néu ¢ van dé chua rd hodic vudng mac, cac
don vi thudc S¢ bao cao dé xem xét, dicu chinh Quy ché nay cho phu hop./.
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